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Dear Readers,
As the Editor-in-Chief, I am excited to introduce
our forthcoming journal, IECE Transactions on Drone
Systems. The journal is committed to advancing
drone systems by offering a platform that enables
researchers, industry experts, and regulatory
authorities to exchange ideas that support ongoing
research initiatives and standardization efforts in this
emerging field. The research initiatives concentrate on
state-of-the-art advancements that propel autonomous
flight operations, physical design, navigation systems,
control protocols, information security measures,
artificial intelligence, and drone applications.
Over the last few decades, drone technology has
evolved from specialized applications tomore essential
operations such as agriculture, logistics, healthcare,
and surveillance [1, 2]. Integrating cutting-edge
technologies such as Artificial Intelligence (AI),
Blockchain, Sixth-Generation (6G) networks, Digital
Twin technology, and the Metaverse provides an
exceptional prospect for advanced drone systems.
Integrating AI into drone systems gives users
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three essential advantages: autonomous navigation
with real-time data processing and intelligent
decision-making functions [3]. AI-powered drone
systems succeed at all operational levels because they
perform precision agriculture functions and support
disaster relief and urban safety management. The
capability of drones gets an added boost through
Federated Learning (FL) because this approach
enables decentralized AI training for drone systems,
enhancing autonomy, security, and efficiency while
preserving data privacy [4].
6G networks promise to revolutionize drone
communications with their features of very high
data rates and extremely low latency [5]. Drones
part of a 6G network can support real-time analytics
and seamless coordination among multiple drones,
and the Base Station (BS) simultaneously will
open up new possibilities in swarm intelligence,
autonomous traffic management, and mission-critical
operations. Blockchain technology also aligns with the
journal’s scope on information security by ensuring
decentralized and tamper-proof security between
drones and BS communication. Autonomous air traffic
management achieves trust through its decentralized
ledgers, making it easier to transfer data across
multiple industries securely [6].
Innovations in drone physical designs can enhance
drone performance, endurance, and payload capacity
[7]. Drone performance is significantly improved
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using lightweight materials with modular designs
and suitable propulsion systems. Similarly, advanced
navigation systems, combined with sensor fusion with
adaptive control algorithms alongside robust Inertial
Measurement Units (IMUs), are essential in enabling
precise autonomous flight in complex environments.

Digital Twin technology has recently evolved as a
tool to enhance drone operations [8]. Operators
can perform accurate performance tests, predictive
maintenance checks, and operational planning
sequences through virtual drone models. The method
shortens drone operational delays while making
drone systems more productive. Another emerging
technology,Metaverse, can enhance drone applications
in remote inspection services and collaborative
military operations [9]. Through augmented and
virtual reality technologies, operators can gain better
situational awareness during dangerous compound
missions.

Despite the promising opportunities mentioned above,
drone systems face substantial challenges, particularly
regarding information security, mechanical problems,
energy efficiency and regulatory concerns. Traditional
cryptographic methods will become increasingly
susceptible to quantum attacks because quantum
computing technology represents a serious security
threat to drone communications. Post-Quantum
Cryptography (PQC) and other quantum-resistant
algorithms can be implemented on drone systems
to secure against the emerging threats of attacks
launched through quantum computers [10]. Due to
the resource-constrained nature of a typical drone,
developing lightweight PQC algorithms is the main
focus of research these days.

Different mechanical problems, from aerodynamic
efficiency through vibration control to energy
management, represent substantial technical barriers
that need addressing [11]. Typical drones, specifically
when they carry heavy weights, need robust energy
management solutions to raise their maximum flight
times and operational ranges. Drone operations face
an ongoing energy efficiency problem that reduces
operational distances and extends flight times [12].
Hybrid power systems have seen advancements
in solar-powered drones and hydrogen fuel cells,
providing promising pathways for future drone
development. Energy performance optimization
research needs to preserve operational capabilities to
achieve extended drone missions and enhanced drone
capability.

The implementation of drones encounters various
regulatory barriers which make their deployment
more difficult. A complex regulatory framework exists
for UASmanufacturers and operators due to the lack of
international standards and airspace management and
privacy concerns [13]. The drone industry requires
sustainable development through proper regulations,
which safely blend new technologies with privacy
control measures.
To fully realize the potential of advanced drone
systems, several strategic research directions must be
prioritized:
• Quantum-Resistant Security Protocols:

Research needs to design PQC algorithms
that will secure drone communication channels
from quantum-based threats. Due to limited
computing capability, developing lightweight
PQC algorithms is the central area of research in
this field.

• Advanced Physical Design and Mechanics:
Research into lightweight composite materials,
energy-efficient propulsion systems, and modular
designs must be initiated for drone performance
improvements and expanded capabilities. Flight
stability and efficiency benefit enormously from
aerodynamics research and vibration control
investigation.

• EnergyOptimization Solutions: The operational
span of drones depends heavily on better energy
storage technologies, which incorporate hydrogen
fuel cells and solar power. Researchers need to
research power systems that combine different
sources to maximize operational effectiveness
while maintaining high efficiency rates.

• AI-Driven Autonomy and Swarm Intelligence:
Research into autonomous decision-making AI
algorithms alongwith swarm intelligence requires
immediate expansion. FL presents a solution
for drone collaboration through collaborative
learning processes while protecting data privacy.

• Secure Data Management with Blockchain:
Researchers must optimize blockchain protocols,
ensuring efficient handling of high transaction
volumes for drone network operations [14].
Implementing tamper-proof secure ledgers
will enhance drone communications’ trust and
security.

• 6GNetworks and Edge Computing: Developing
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protocols that leverage 6G networks for ultra-low
latency communications is critical for real-time
analytics and autonomous flight. Research should
also explore edge computing to offload processing
tasks from drones, enhancing efficiency.

• Digital Twin for Predictive Maintenance:
Expanding research on Digital Twin technology
can improve the reliability and efficiency of UAS
operations. Predictive maintenance powered by
AI-driven analytics can help identify potential
failures before they occur, minimizing downtime.

• Harmonized Regulatory Frameworks:
Collaborative research between industry
stakeholders and regulatory bodies is essential
to develop unified standards for UAS operations.
Focus areas should include air trafficmanagement,
privacy safeguards, and international compliance
for seamless cross-border missions.

We believe these are just the exciting beginning of
the practical application of drone systems. Driven
by rapid technological advancements, drone systems
are set to transform diverse fields such as logistics,
agriculture, security, healthcare, and environmental
monitoring, bringing unparalleled convenience and
innovation to society. The journal IECE Transactions
on Drone Systems welcomes active contributions
from researchers and industry experts. We invite
submissions exploring a broad spectrum of topics in
drone systems, encompassing intelligent algorithms,
machine learning, and advanced control systems,
as well as computer vision, object detection, and
autonomous navigation. Research on multi-sensor
integration, data analytics, and intelligent sensing
within embedded systems is highly encouraged.
We also welcome studies on advanced physical
design and mechanics, AI-driven autonomy and
swarm intelligence, secure data management
using blockchain, 6G integration, energy efficiency,
information security, and regulatory frameworks.
Additionally, we seek applied research on drone
technologies in diverse fields such as agriculture,
logistics, security, environmental monitoring, and
emergency response. We look forward to receiving
your original research papers, in-depth discussions,
and review articles, as we share and drive the
development of drone systems worldwide.

Thank you for your support!

We look forward to embarking on a bright future of
intelligent drone systems together!

Data Availability Statement
Not applicable.

Funding
This work was supported without any funding.

Conflicts of Interest
The author declare no conflicts of interest.

Ethical Approval and Consent to Participate
Not applicable.

References
[1] Doornbos, J., Bennin, K. E., Babur, Ö., & Valente,

J. (2024). Drone technologies: A tertiary systematic
literature review on a decade of improvements. IEEE
Access, 12, 23220-23239. [CrossRef]

[2] Rakha, T., & Gorodetsky, A. (2018). Review of
Unmanned Aerial System (UAS) applications in the
built environment: Towards automated building
inspection procedures using drones. Automation in
construction, 93, 252-264. [CrossRef]

[3] Rezwan, S., & Choi, W. (2022). Artificial intelligence
approaches for UAV navigation: Recent advances
and future challenges. IEEE Access, 10, 26320-26339.
[CrossRef]

[4] Hou, X., Wang, J., Jiang, C., Zhang, X., Ren, Y., &
Debbah, M. (2023). UAV-enabled covert federated
learning. IEEE Transactions on Wireless Communications,
22(10), 6793-6809. [CrossRef]

[5] Banafaa, M. K., Pepeoğlu, Ö., Shayea, I., Alhammadi,
A., Shamsan, Z. A., Razaz, M. A., ... & Al-Sowayan, S.
(2024). A comprehensive survey on 5G-and-beyond
networks with UAVs: Applications, emerging
technologies, regulatory aspects, research trends and
challenges. IEEE Access, 12, 7786-7826. [CrossRef]

[6] Hawashin, D., Nemer, M., Gebreab, S. A., Salah, K.,
Jayaraman, R., Khan, M. K., & Damiani, E. (2024).
Blockchain applications in UAV industry: Review,
opportunities, and challenges. Journal of Network and
Computer Applications, 230, 103932. [CrossRef]

[7] Perikleous, D., Koustas, G., Velanas, S., Margariti, K.,
Velanas, P., & Gonzalez-Aguilera, D. (2024). A novel
drone design based on a reconfigurable unmanned
aerial vehicle for wildfire management. Drones, 8(5),
203. [CrossRef]

[8] Souanef, T., Al-Rubaye, S., Tsourdos, A., Ayo,
S., & Panagiotakopoulos, D. (2023). Digital twin

3

https://doi.org/10.1109/ACCESS.2024.3364676
https://doi.org/10.1016/j.autcon.2018.05.002
https://doi.org/10.1109/ACCESS.2022.3157626
https://doi.org/10.1109/TWC.2023.3245621
https://doi.org/10.1109/ACCESS.2023.3349208
https://doi.org/10.1016/j.jnca.2024.103932
https://doi.org/10.3390/drones8050203


IECE Transactions on Drone Systems

development for the airspace of the future. Drones,
7(7), 484. [CrossRef]

[9] Mourtzis, D., Angelopoulos, J., & Panopoulos,
N. (2024). Unmanned Aerial Vehicle (UAV) path
planning and control assisted by Augmented Reality
(AR): The case of indoor drones. International Journal
of Production Research, 62(9), 3361-3382. [CrossRef]

[10] Khan, M. A., Javaid, S., Mohsan, S. A. H., Tanveer, M.,
& Ullah, I. (2024). Future-proofing security for UAVs
with post-quantum cryptography: A review. IEEE
Open Journal of the Communications Society. [CrossRef]

[11] Peksa, J., & Mamchur, D. (2024). A review on the state
of the art in copter drones and flight control systems.
Sensors, 24(11), 3349. [CrossRef]

[12] Zhang, J., Campbell, J. F., Sweeney II, D. C.,
& Hupman, A. C. (2021). Energy consumption
models for delivery drones: A comparison and
assessment. Transportation Research Part D: Transport
and Environment, 90, 102668. [CrossRef]

[13] Tarr, J. A., Thompson, M., Tarr, A. A., & Ellis, J. (2021).
Drones in the future. In Drone Law and Policy (pp.
437-453). Routledge.

[14] Javed, S., Khan, M. A., Abdullah, A. M., Alsirhani, A.,
Alomari, A., Noor, F., & Ullah, I. (2022). An efficient
authentication scheme using blockchain as a certificate
authority for the internet of drones. Drones, 6(10), 264.
[CrossRef]

Muhammad Asghar Khan is an Associate
Research Professor in the Department of
Electrical Engineering at Prince Mohammad
Bin Fahd University (PMU), Saudi Arabia.
Before joining PMU, Dr. Khan was an
Associate Professor and Head of the Electrical
Engineering Department at Hamdard
University, Islamabad. He also served as a
researcher at the Smart Systems Engineering
Lab (SSEL) at Prince Sultan University, KSA,

from June 2022 to June 2023. Dr. Khan is a distinguished
researcher, having authored and co-authored over 100 technical
and review articles published in leading journals, including IEEE
Transactions on Vehicular Technology, IEEE Transactions on
Industrial Informatics, and IEEE Internet of Things Journal. He
actively contributes to the academic community as a reviewer
and editor for numerous international journals and conferences.
His contributions have earned him a place among Stanford
University’s Top 2% of Scientists in 2023, reflecting his profound
impact on the field. Additionally, he received the Best Researcher
Award from Hamdard University and its campuses for three
consecutive years (2021–2023).
Dr. Khan’s research interests are focused on the development

and integration of advanced technologies in Drones/UAVs. His
work encompasses network architectures, security frameworks,
platform innovations, and cutting-edge applications for UAV
systems. His commitment to academic excellence and impactful
research demonstrates his dedication to advancing technology
and shaping the future of modern engineering solutions. (Email:
mkhan4@pmu.edu.sa)

4

https://doi.org/10.3390/drones7070484
https://doi.org/10.1080/00207543.2023.2232470
https://doi.org/10.1109/OJCOMS.2024.3486649
https://doi.org/10.3390/s24113349
https://doi.org/10.1016/j.trd.2020.102668
https://doi.org/10.3390/drones6100264

	Muhammad Asghar Khan

